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Telco infrastructure evolution

« Different generation of network infrastructure rollouts:
 from one design/deployment per service

+ to multipurpose infrastructure orchestrating diverse resources with different requirements (e.g.,
latency, capacity, availability)

CHALMERS

* Telcos are undergoing a “digital” transformation in both how they use their underlying
technologies and their interaction with customers

Network app 3

Network app 1 s Network app 2

Virtualization

Orchestration

virtualization virtualization virtualization virtualization virtualization

Ol

Transport Cloud Transport Cloud

Access Aggregation
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Digital transformation: benefits

.}I\,: Operate networks with @ Better costumer
optimized resources experience

Ability to adapt to Expanding service portfolios
Q market changes and Iﬁ addressing new vertical
~  lead in innovation markets

/il Increased return on
investment (Rol)
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Digital transformation: critical aspects

&

Shift from discrete
network elements to
an independently
managed,
virtualised
communications
and cloud
infrastructure

(((

Data: deployment of
telemetry frameworks for
new approach to the
collection,
analysis/visualization,
distribution, and security of
data collected from
multiple sources

@

Security: digital services
have higher security
requirements, need to
support full technology
stack, the data, the service
creation process, and the
physical environment

Optical Transport Networks in the 5G Era
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Architecture: open
platforms and
standardized APIs to
support both internal own-
brand and external third-
party services

CHALMERS
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Business models:
critical to develop
new flexibility in what
to sell and how
create value for both
themselves and their
partners
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Open & disaggregated optical
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AI-NET-PROTECT

Network optimization and

X : Al-driven insights, orchestration and optimization
assured service delivery

= Data spaces and
: = Al/ML apps for ‘%Eﬁ.% ML marketplace
Telemetry Al / ML apps IP / Packet / Optical Telemetry IP / Packet / Optical Domain P
SDN / NFV I
Control & Orchestration NFV / CNF Packet Domain : rERTE— JJ
MANO Controller pControIIer
CPE hosted virtual
Devices / . .
applications ~ Enterprise appliances Metro Core Cloud
o edge cloud . data center data center data center
Disaggregated

cell-site gateway

Mobile X-haul

— and wholesale
L]

| <N
f

Google Clows

Smart cities I == Azure | amazon
~ Public cloud
i @ Broadband 2. F
Access - 5§ . Cloud-hosted
- = = b Terminal . Z E",
Q 8. ® € . . virtual applianc{=—
Cloud-managed - {.}« - = Virtual appliance —
Mesh Wi-Fi 6 hosting Private cloud
Devices/loT/CPE Access Metro Core Cloud
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End-to-end network optimization

Al-driven network @
automation Management and orchestration

« Al driven optimization
Orchestrator / multi-domain controller ‘ e Cloud native
 Open APIs (SDN)

Domain Domain Domain
controller controller controller

Open Open Open

VNF
Open Router  Terminal Line System

NOS hosting .
Infrastructure: open and disaggregated

g: Ej @ _\ ‘  No vendor lock-in
\_/ « Streaming telemetry

White box White box

Switch Server

Achim Autenrieth, “Carrier Grade Al/ML for Network Automation”, invited talk, OFC 2022, 9 March 2022
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Al/ML for automation and optimization

Al/ML
Data-centric analysis of network conditions

Streaming telemetry: continuous data collection

CHALMERS

Al-driven network automation and optimization

Closed Loop Automation

Al/ML use cases: ) Orchastration
o o Insi & 3

v' ML-based transmission performance optimization g Programmable

v' Traffic prediction , bkt
Streaming API

v" Failure prediction Telemetry RIS

v" Anomaly detection and predictive maintenance R

v' ML-based network optimization

Analysis
(Real-time & offline)

6

P Py e T )

Data collection (Telemetry) f ‘

)

« Data become actionable insights for network and
service performance optimization

Focus on end-to-end optimization

« Combines real-time data collection, Al-driven analysis
Refine & Adapt and orchestration to enable proactive optimization

automatically

Predictive @
Maintenance

Achim Autenrieth, “Carrier Grade Al/ML for Network Automation”, invited talk, OFC 2022, 9 March 2022 |
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Network optimization
Closed Loop Automation
Orchestration
Insights (Q;> Programmable
Network

lOpen APls
(T )

Streaming
Telemetry
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Reinforcement learning

Reward 77

Implementing a policy

1 ; Agent
(e.g., stochastic policy network) gen

a],t, Clz}t, ceey

Take action a4

ak,t

|

-

Environment

Observe state Sy

Goal: maximize the cumulative reward g Tt

10
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e.qg., WDM network
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ML-based slice scheduling

« Slicing: SDN and NFV allow InP to share

resources among different tenants

* During provisioning/operation beneficial to
adapt resources assigned to a slice to match
time varying requirements: dynamic slicing

« Slice acceptance ratio can be greatly
improved at the cost of small service
degradation®

Radio Controller Cloud Controller

« Crucial to have intelligent policy that accepts )M
only slices not likely to create performance Beu || Bey
degradation | - A)))«‘X@
. understjcmd when/where resource bottlenecks might ARRUS
appear in the infrastructure Radio Resources Cloud Resources

 deciding which slice to accept in order to maximize the

profit of an InP

Optical Transport Network
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Use case

* Scenario:
* tenant(s) requests slices with different requirements
and priorities

« different priorities mean different revenue and penalty
levels

* Objective:

 admission policy used by InP to accepts/rejects
incoming slice request with aim to maximize Profit =
revenue — penalty

* |ntuition:

* beneficial to proactively reject some low priority (low
revenue) services to make space for future high
priority (high revenue) ones

Reinforcement

Learning -
o Slice
Slice i Admission | No |Reject
request Policy
Yes
Reward Slice
for RL Setup
\Eﬁ ______ : User Degpradal':i;n/
f=lsisisltalsizisla ; ena
Total Profit i Res?ur(.:e L traffic
1
P = [py(t) L Monitoring ;|
1 [ [ T, A -~

-, ! Threshold
: Scaling !

Slice Tear- L [’glic_y_ ) i

down :- 1 Time
S S —— . i |
1 Profit p;(t) }--: Holding time T;
t>T, | {Accumulation it<T,
Slice Scaling
| M. R. Raza, et al., "Reinforcement Learning for Slicing in a 5G Flexible RAN," JLT, 2019 |
2022-07-19
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Ltotar [CUs]

Performance evaluation

Scaling policy = high priority first (HPF), with 50% HP-50% LP services

L_total=L_rej+ L_deg (sum of the rejection loss and degradation loss), penalty ratio = 1.5

NN with 4 hidden layer and 40 neurons

Test results after 2500 training iterations

RL shows 23% improvement vs. OS-50, 60% vs. RR-50, and 53% vs. Fit

RR: Resource reservation
OS: Oversubscription

A A . = - )
A/ 300 A/ 1001 B—Fit <4—0S-30
300 " v - v —A—RR-30 —»—08-50
A — — - V/- 2 —V— —0— o
- n z | e _— @ 751"V RR-50 —@—RL
2001 L _— 5 200 - 8 >
N / v o | < O, A/V /- = 5 /
; 3 ] -
s I e N
olg=——"°> HF——F% o o o o=
2 4 6 8 10 12 2 4 6 8 10 12 2 4 6 8 10 12
Load [Erlang] Load [Erlang] Load [Erlang]
(a) Total loss Liotay (b) Loss from rejected services Le; (c) Loss from degraded services Lgeg

| M. R. Raza, et al., "Reinforcement Learning for Slicing in a 5G Flexible RAN," JLT, 2019 |
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Intelligent spectrum management

» Spectrum is fragmented due to services arriving/leaving the
network dynamically

» Spectrum Defragmentation (SD): reorganize spectrum
allocation of different optical connections

» Main objective: decrease service blocking ratio

» Operators are not happy with frequent SD cycles and large
number of reallocations

* Need to decide at run time and in one shot:
v'whether or not to run defragmentation
v'the number, and the order of connections to be reallocated
v'which new spectral resources to use
v'reallocating the connections

Optical Transport Networks in the 5G Era
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DeepDefrag: spectrum management
with RL

=} ZJ%Q‘" =1 =1 @%Q{ = Q,C"Q(\ (=1
é g‘ x&_\\;\\‘b ,:égj ég‘ \‘_\;\(S‘ .:é g ‘ \@ft} ,:2 é‘
» DeepDefrag runs at every service departure i i AL l il IO
_S_t‘fll;t S|D cycle No SD cycli Start SD cycle Network lifetime
* Input (environment): ;’”””s’r;;y'c};;v};hﬁz e T ST ’Spfe"}wd (’:"‘\\S\t; ********* |
» existing connections  asos0 asos=1 acee=1 | —=2Ie
. . ! SD actions | | . fion
* reallocation options | Wh,«c;gopn-on W,,,-L.hTD,,,,-M WhichTap,,«an T T b i
to choose? to choose? to choose? !
 Output (action space):
Slot number Slot number
SDyeS/no 1 234567 891011 12 1234567 8910112
* Subset of connections to be reallocated - HH I ’H ””
D ol 0 o o
« Reward L — I | il
. R options
« Cost/benefit of the SD S i ’ ol |
 Penalty for connection reallocation 1-3 i
N Penalty for starting anew SD cycle [ Freeslot M TCIM Non-eligible connections [ Freeslot EMCICIM Non eligible connections
M b, E b, [ Guardband [ Options for [ Options for [ Guard band
moving D; moving Dy

E. Ethezadi, et.l.,, "DeepDefrag: a deep learning for spectrum ", online at:
https: “techrxiv.org/arti int/DeepDefrag_a_deep_reinforcement_learning_framework_for_spectrum_defragmentation/20013458
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Service Blocking Ratio (SBR)

Number of SD cycles per 100 arrivals

Performance evaluation

o

o

°
L

0.08

0.07 4

g Sl o

_IW.W\IV".M-W.M.W."V\I

k. MX"\./VX A’_/XMXWx\,\x JJ
X

P e

0D g g AR O "~
-~
-@- RND —%— No SD TNy
—M— OF-FF(5, 20) —+=— DeepDefrag
—e— OF-FF(20,5)

0 250 500 750 1000 1250 1500 1750 2000

25 1
-
20 A

Episode
p)——@——0——0——0—— —0— RND —X— No SD q

~M— OF-FFE(5, 20) —+= DeepDefrag
—&— OF-FF(20, 5)

I L] | | | | | | | —1I
\ e N
D
+~\/‘+'W+ + R il i N
T T T T T T T
0 250 500 750 1000 1250 1500 1750 2000
Episode

CHALMERS

40 p——0———0——0——0——0——— 0 ——@—@—— 0 ———{

——n0O u ] ] u —n ™ —r1
35T
30 A
25 A

° P ° ° —@®— RND —%— No SD r

20 —M— OF-FF(5, 20) —+= DeepDefrag

—&— OF-FF(20, 5)
+ +
10 4 // ~\+\/ \"\\’

0 X: X: X: -X: % X- X X -X:

A NVALS

Number of connection reallocation per 100 arrival

0 250 500 750 1000 1250 1500 1750 2000
Episode

* Use NSFNET topology
* Benchmarks: Random (RND) and Oldest First First-Fit (OF-FF)

» DeepDefrag 25% better SBR performance compared to OF-FF while still
having similar or better numner of relocation and SD cycles performance

E. Ethezadi, et.al.,, “DeepDefrag: a deep learning for spectrum ", online at
https://www.techrxiv.org/articles/preprint/DeepDefrag_a_deep_reinforcement_learning_framework_for_spectrum_defragmentation/20013458
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Network infrastructure evolution
Management and orchestration

automation L
Cloud native orchestration Orchestrator / multi-domain controller
Domain Domain Domain
Open Cha||enges controller controller controller
Summary
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TeraFlow: a cloud native SDN =
controller

« SDN is a proven architecture
* logically centralized controller (monolithic software)
* deployed and scaled/replicated as a whole
* scalability has always been a concern in SDN [l

. o : : : 2
synchronization/consistency among replicas is essential Data plane elements

» Microservice architecture is one of the ways to mitigate scalability issues
* Defining components and the communication among them is crucial

» TeraFlow!3!: microservice-based SDN controller

[11A. Voellmy and J. Wang, “Scalable software defined network controllers,” ACM SIGCOMM 2012
[2] K. Foerster, et al., "Survey of Consistent Software-Defined Network Updates," in IEEE Communications Surveys & Tutorials, 2019
[3] R. Vilalta, et. al. “TeraFlow: Secured Autonomic Traffic Management for a Tera of SDN Flows,” in Proc. EUCNC, 2021

Optical Transport Networks in the 5G Era 2022-07-19
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TeraFlow architecture and scenarios
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Autonomous network beyond 5G
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Scalable security component

Network
Operator

(OSS/BSS) e e e aeeeeeeeeeeeeee et et et et et ararararar s s e e e nnneannnen .

TeraFlow SDN Controller

“““
Od *

Attack
NBI Transponder Mitiaation
— | Attack | |,
Connectivity Telemetry Detector [Attack Inferenc

)/

-
i
...............................................................................................
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Experimental setup

CHALMERS

...........................................................................
o

Attack
Mitigation

 TeraFlow deployment over Kubernetes

- Dataset obtained from testbed [l

 Two scenarios: y- :
« Normal working conditions | Attack [Attack Inferencew f
- Two types of attacks: in-band jamming and out-of-band jamming  *..Detector

0 0
0 .
...............................................................................

* Attack inference module
» Feed-forward neural network!?l receives OPM data and performs attack detection and identification

* Minimum of 1 replica* (for the sake of this work, 2 is the minimum for production environments)
» Kubernetes scales when CPU utilization exceeds a threshold (80% CPU usage)

* Monitoring loop is executed every 30 seconds

[1] M. Furdek et al., “Machine learning for optical network security monitoring: A practical perspective”, JLT, vol. 38, no. 11, pp. 2860-2871, 2020.

Optical Transport Networks in the 5G Era 2022-07-19



Attack inference performance

1.0 g Attack ’
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2
0  TeraFlow deployment over Kubernetes
=
T S I ™ * Up to 1,000 connectivity services served by a
10 10 10 10 10 single replica
Number of connectivity services - Response time is contained within 1 ms
| C. Natalino, et. al., “Scalable Physical Layer Security Components for B: d Optical SDN Controllers,” in Proc. 47th European Conference on Optical Communication (ECOC), Sept. 13-16, Bordeaux, France, 2021 |
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TeraFlow demo @ OFC 2022

CHALMERS

UNIVERSITY OF TECHNOLOGY

TFSTe raFlow

Demonstration of Zero-touch Device and L3-VPN Service Management
using the TeraFlow Cloud-native SDN Controller
LL Gifre, C. Natalino, S. Gonzalez-Diaz, F. Soldatos, S. Barguil, C. Aslanoglou, F. J. Moreno-Muro, A. N.

Quispe Cornelio, L. Cepeda, R. Martinez, C. Manso, V. Apostolopoulos, S. Petteri Vdliviita, O. Gonzalez de
Dios, J. Rodriguez, R. Casellas, P. Monti, G. P. Katsikas, R. Mufioz, and R. Vilalta
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Where to start and with
which tasks? Decide use
case of interest, and
then the elements and
functionalities that
should be automated

Confidentiality
requirements. Which
data to share among
vendors and operators?
How can this data
sharing/data exchange
be standardized?

Impact of network
automation on other
network KPlIs (e.g.,
energy consumption)

Some open challenges

Trust Al to act on the
network autonomously?
What'’s the level of
human intervention?
What skill will be
required for network
engineers?

How to perform E2E
planning/operation of
multi-domain networks
in an automated context

Accountability and
traceability of action
taken

Optical Transport Networks in the 5G Era
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Cost of retrieving data?
Data availability, storage
in the network elements
for online access, cost of
H/W and S/W are key
elements

Scalability with the
number of services of
the “knowledge loop”

2022-07-19
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In

summary

Virtualization, telemetry frameworks, Al, open architectures enable a paradigm

shifts towards self driving networks

Potential benefits are evident:

soptimization of network resources

*better costumer experience

«flexible service portfolio and short time to market
*increase Rol

... but substantial work still needed:

«data availability

*standardized APIs
*security/privacy/accountability/traceability
scalability

Success dictated not only by ability to overcome the technical challenges but also

on how to best leverage the new businnes ecosystem that will be created

Optical Transport Networks in the 5G Era
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